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Six simple steps to 
protect your inbox
Today, email is a vital communication tool for all of us. Most businesses use the medium constantly 
throughout the day and, with the widescale move to remote working, its use has increased even further. 
Sadly though, email has become a prime target for hackers and this is putting businesses – including 
advice firms – and clients at risk.

In fact, ‘email takeover’ has become a very common feature of financial fraud. 
It enables criminals to view information, contact clients and complete fraudulent 
transactions on accounts without the victims’ knowledge. In some instances, this 
has resulted in advice firms and clients losing substantial sums of money. This 
hasn’t been the only consequence. Fraud cases can cause serious reputational 
damage to a firm and can even lead to regulatory or legal action.

Boost the security of your email account by taking a few simple steps
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Wi-fi access is not always secure 
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Create a password which is long, strong and unique

Stay informed

Double the protection with multi-factor authentication 

Think before you click

Limit what you store 
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Email hacking: the 
risk to advice fi rms
As managing our business and personal lives moves 
ever more online, criminals are also increasingly using 
the internet to conduct fraud. Email is a favoured channel 
for thieves. Email hacking – the taking over of someone’s 
account without their knowledge – is becoming much more 
prevalent and is now a common feature of fi nancial fraud. 
The trend towards home working – and the resulting use of 
insecure email – increases the risk of fraud even further.

To highlight how criminals can operate, we have detailed 
two case studies. These are fi ctitious accounts but closely 
resemble actual fraud cases. All the fi rms and product 
providers quoted are also fi ctional.

Two case 
studies

Criminals successfully stole £1.2 billion through fraud and
scams in the UK in 2018.
UK Finance: Fraud the Facts 2019.

Just under 190,000 cases of identity fraud were reported in
2018 – with the over 60s an increasingly targeted age group. 
Cifas Fraudscape 2019 report.

Did you know...

View examples of how 
email fraud can occur

https://adviserservices.fidelity.co.uk/resource-centre/technical-matters/keeping-your-business-safe
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No matter how strong your passphrase is, there is always a chance it could be hacked due to poor 
site security:

 ■ Adding multi-factor authentication provides an extra layer of protection by having a site or service 
verify your identity using two different elements.

 ■ By using something you know, like a passphrase, and something that only you have, such as a 
one-time code or fingerprint, you can help secure your email account and other important services.

 ■ Once you’ve set up multi-factor authentication, carefully review each access request to check 
it’s legitimate.

Double the protection with multi-factor authentication 

Six simple steps to protect your inbox
For many of us, our primary email account is linked to many other accounts, from bank accounts to social 
networks, cloud services, online shops and so on. If cybercriminals gain control, they could use it to access 
personal information and subsequently take over other accounts or services that have a ‘reset password’ 
feature that links back to the email address. The good news is you can significantly boost the security of 
your email account by taking a few simple steps. These can protect your inbox from unauthorised access 
and safeguard your clients and your own business.

Use three random words to create a memorable passphrase and then mix in some symbols 
and numbers (the longer you make your passphrase the better). Always use a unique 
passphrase for each account that holds your most sensitive information. This is especially 
important for your email account as it is the gateway to many of your other online accounts.

Create a password which is long, strong and unique
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Do your passwords pass
the password test?
In a world where  cyber crime is an increasingly serious 
issue, safeguarding the systems and  devices your 
business uses – such as computers, laptops, tablets 
and smartphones – is of the utmost importance. Any 
unauthorised access puts business-critical data, the 
personal information of your customers  and also
details of the online accounts that you  access, at risk. 

While security features such as multi-factor authentication 
and biometrics seem to be the future of authentication, the use of passwords will remain in place for quite some time. 
They are an obvious way to prevent unauthorised  access, 
although they need to be strong, robust and unique to be 
eff ective. However strong your passphrases or passwords 
are, there is always a chance that they could be hacked 
or stolen through no fault of your own. It’s therefore worth 
setting up an additional layer of security in the form of 
multi-factor authentication.

Worryingly though, only 55% of individuals surveyed in the National Cyber Security Centre (NCSC) UK Cyber Survey 
admitted always using a strong password for their main 
email account. This is despite email passwords being 
particularly  important, given these accounts commonly 
have a role in setting up and changing security details
on other personal accounts. 

In order to encourage password best practice within 
advice fi rms,  we’ve highlighted some tips below ,  largely
based on advice from the NCSC. 

Switch on password 
protection1

Avoid using 
predictable passwords 3

Use multi-factor authentication 
for important accounts 7

Help staff  cope with 
password overload 6

Don’t use personal 
information4

Change all
default passwords2

Use 
passphrases5

For more tips check out our password guide

Take a look at our helpful guide on how to spot a phishing attack

Clicking malicious links or opening suspicious email attachments is one of the principal ways 
that hackers gain control of your mailbox. These can take you to fake websites that harvest your 
log-in details. Alternatively, malicious code in attachments allows the fraudster to access your 
email and lock you out.

 ■ Be vigilant, keep an eye out for any suspicious emails.

 ■ Most phishing emails are designed to trigger an immediate response so it’s important 
not to feel rushed – take time to investigate and if you’re not sure then don’t click!

Think before you click
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Six ways to spot
a phishing attack

What is phishing and how can you spot it?

Phishing is an attempt, usually through email, to gather personal information or to compromise technology 

for the purpose of fi nancial gain or malicious activities. Phishing emails typically include a link to a 

fraudulent site or an attachment containing malware. You should also be aware of a relatively new form 

of this practice called QRishing – phishing that tricks you into scanning a QR code that sends you to a 

malicious web page. Every day millions of phishing emails are sent out to unsuspecting victims all over the 

world. Cybercriminals often launch topical attacks to get attention, using data breaches or national and 

international events to their advantage. Coronavirus and PPE scams, for example, were common throughout 

the Covid-19 pandemic. Some are easy to detect as fraudulent but others can be much more convincing.

How can you tell a real email from a scam one? It can be tricky, there is no magic bullet for detecting them 

but be alert to the fact that, one day, you will receive a phishing email. Reading through and remembering 

our ‘Six ways to help spot a phishing attack’ is a strong start.
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You must act now!
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The message has a suspicious or mismatched URL

Something just seems wrong

It has poor spelling or grammar

It asks for personal information, such as passwords

You’re not expecting anything from the sender

https://adviserservices.fidelity.co.uk/resource-centre/technical-matters/keeping-your-business-safe
https://adviserservices.fidelity.co.uk/resource-centre/technical-matters/keeping-your-business-safe
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If your email account becomes your document store, then a hacker could gain access to all of the 
information you are stockpiling. Every attachment you ever sent or received, every conversation, 
every photo, contracts, invoices, tax forms, reset passwords for every other account – sometimes even 
passwords or credit card PINs! 

 ■ To minimise risk, only save limited information within your email account.

 ■ Save any sensitive personal information outside of the mailbox in secure document repositories.

Limit what you store 

It’s easy to stay connected with public wi-fi access points everywhere – in restaurants, coffee shops 
and shopping centres – but accessibility can come with risk. 

 ■ Public wi-fi ‘hotspots’ are exactly that – public – they offer no privacy or protection to your data 
and communications.

 ■ Never use public wi-fi to access sensitive information, like your email account, or enter log-in 
details or credit card information while connected to it.

Wi-fi access is not always secure 

Keeping up to date with the latest advice and emerging threats is the key to staying 
secure. Regularly check haveibeenpwned.com to see if your email account has 
been compromised. You can also visit the following sites for helpful, in-depth content 
designed to help you stay one step ahead of the hackers: 

 ■ Cifas

 ■ Action Fraud

 ■ Getsafeonline

Stay informed

For more information on how to protect your business, 
visit the Keeping your business safe area of our website

https://haveibeenpwned.com
https://www.cifas.org.uk
https://www.actionfraud.police.uk
https://www.getsafeonline.org
https://adviserservices.fidelity.co.uk/resource-centre/technical-matters/keeping-your-business-safe

