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10 steps to protect your 
business from a cyber attack
In their 2022 annual report, the National Cyber Security Centre (NCSC) reported that the most significant threat to citizens and 
small businesses continues to be from cyber crime. Figures show there were 2.7m cyber-related frauds in the 12 months to March 
2022. In addition, recent research from NextWealth has highlighted that advisers are becoming increasingly worried about the 
threat of a cyber attack. Indeed, they listed cybersecurity in the top four business challenges faced by advice firms. Despite this 
serious threat, only 6% of advisers say that cyber security is one of their top three business challenges.1

Cyber security’s core function is to reduce the risk of a successful cyber attack by protecting the services offered to clients 
and preventing unauthorised access to their personal data. This involves safeguarding your systems and the devices your 
employees use, such as computers, tablets and smartphones. Protecting your business from cyber risks can seem daunting 
but there are effective and affordable ways to reduce your firm’s exposure to the more common types of attack. The following 
recommendations are based on the National Cyber Security Centre’s 10 Steps to Cyber Security and can reinforce the protection 
your business already has in place.

1. Source: Fidelity, Why cyber security is now a core concern for financial advice firms, November 2021.
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It’s vital to understand what data and systems are managed within the organisation 
and what corporate objective they support in order to ensure business needs are met. 
Understanding your assets means you can apply appropriate security controls within 
your environment to manage and address organisational risk. 

By understanding your critical services and functions, you can identify the data and 
technology dependencies. This will allow you to prioritise the way in which you actively 
manage these assets.

Asset management

Establishing an effective governance structure to determine your firm’s risk appetite is key to identifying potential 
threats and managing responses. You rely on technology, systems and information to run your business. It is 
therefore essential that you apply a similar level of rigour to assessing the risks to your technology, systems and 
information as you would to other business risks, such as regulatory, financial or operational risks.

After risks have been assessed, the next step is embedding a Risk Management Regime across your business, 
supported by the Board and senior managers. This will help define and communicate your firm’s attitude and 
approach to risk management and help ensure that employees, contractors and suppliers are aware of your 
firm’s risk management boundaries and policies.

Risk management
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Systems should be protected throughout their lifecycle. It’s therefore important to regularly check the security 
of your systems and network, especially from known vulnerabilities which can be exploited by cybercriminals. 
Establishing a vulnerability management process will help define and assess which vulnerabilities are the most 
serious, allowing you to prioritise what should be addressed first in order to protect your organisation, systems 
and data. 

Conducting automated vulnerability scans helps identify issues and can highlight new and evolving threats. 
These can then be driven through your vulnerability management process to ensure they are managed 
appropriately. Using supported software, enabling automated updates and regularly installing patches will help 
fix known vulnerabilities, while managing legacy equipment and systems will help reduce exposure. 

Vulnerability management



Security should be built in from the ground up. A secure baseline build for all your systems and devices (including 
hardware and software) is vital, as is limiting the ability of staff to change system configurations. In addition, you 
should remove or disable unnecessary functionality and access to your systems.

Architecture and configuration
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Logging and monitoring provides the ability to understand how systems are used and allows for the 
active detection of threats and potential security incidents.

System monitoring aims to detect actual or attempted attacks on systems and business services. Good 
monitoring is essential in order to respond effectively. It also allows you to check that systems are being 
used appropriately in accordance with organisational policies.

The main priority is the ability to respond to a security incident in a timely manner. Developing an 
effective log management strategy provides the ability to trace system and security events, while active 
monitoring gives organisations the ability to react to any early signs of compromise.

Logging and monitoring
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Security incidents will inevitably happen. It’s worth remembering that incidents can not only cause 
harm to your business, they can result in the compromise of sensitive information that could lead to 
legal or regulatory penalties, and result in reputational damage to your firm.

Establishing effective incident management policies and processes will help improve resilience, 
support business continuity, improve customer confidence and potentially reduce any negative 
impact. These processes will typically include establishing data recovery (back up) capabilities, 
appointing, training and empowering specific employees to make decisions throughout an incident 
and ensuring all security-incident management plans (including business continuity and disaster 
recovery plans) are regularly tested. 

Incident management

An identity and access management framework provides policies, processes and systems to effectively govern 
and control who and what can access your systems and data. In simple terms, this means that the right people 
have access to the right resources when they need to.

One of the most important aspects is to ensure that only authorised individuals and systems are permitted to 
access data and services. It is therefore critical to consider how, as an organisation, you establish identity, i.e. 
who should have access, why they need access and under what circumstances they use this access. Following on 
from this, you should then bind the user to their identity by using an appropriate method of authentication.

Identity and access management
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How we protect you and your clients
We understand the importance of keeping your firm’s and your clients’ information safe and secure. We use proven, industry-
recognised security tools and processes to protect against fraud and security breaches and we regularly upgrade this 
protection in response to advances in security threats.

Fidelity is a member of Cifas, the UK’s fraud prevention agency, which works closely with law enforcement partners. Cifas 
Protective Registration is a fraud protection scheme that helps us protect your clients should they be at risk of fraud.

If you have any concerns about security, please call us as soon as possible on 0800 358 7717.

More advice from the National Cyber Security Centre can be found on ncsc.gov.uk
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Data is at the heart of every business and ensuring the protection of corporate and personal data is critical 
for organisations. This means that, whether in transit, at rest or at any point during it’s lifecycle, data must be 
protected from unauthorised access, modification or deletion.

Organisations need to have an accurate picture of their data in order to understand its risk profile and the 
protection that needs to be afforded to it. Once determined, this will drive how the data is protected in transit 
and at rest, with consideration given to encryption, digital rights, storage and back up solutions. Of course, 
all of these considerations need to be taken in line with regulations and external certification requirements.

Data security
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Most organisations rely on suppliers to deliver products and services, however engaging with these 
companies often means sharing corporate or client information with them. It’s therefore important to 
understand the security posture of any third party you are engaging with; this also extends to cloud 
service providers.

Supply chain security
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People have a critical role to play in your firm’s security and a security risk-aware workforce will help detect, 
respond and even prevent security incidents or events. A good information security programme can deliver 
security expertise and help to embed security behaviours into the organisation. All staff (including contractors 
and third-party users) should be made aware of current security policies and should be supported through 
awareness, education and training programmes to become an engaged and security-conscious workforce. A 
well-designed induction process and regular refresher training is vital to keep up-to-date with the fast-moving 
environment of cyber security and will help inculcate an incident reporting culture within your firm.

Engagement and training

https://www.ncsc.gov.uk/section/information-for/small-medium-sized-organisations

